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TAB A:  Stafford County Public Schools Core Technology and Network Services 

 

Background:  

 

On several occasions in the recent past, Stafford County Public Schools' (SCPS) network 

services have been seriously disrupted by denial of service network viruses.  Attacks of this type 

are specifically designed to take advantage of open network designs similar to those used by 

SCPS.  Once inside our defenses, these viruses seek to deny service to our client base by 

overwhelming the network's capacity to move data. Denial of these services have disrupted 

normal instructional and administrative use of the Internet, threatened the conduct of Standards 

of Learning Online Testing and, on one occasion, jeopardized the preparation of division payroll 

by our Finance Department.  

 

SCPS vulnerability to this type of attack is a direct result of IT/IS's fundamental goal to provide 

our clients with the most open, education service-oriented network possible. Unfortunately, it is 

this very openness that can be exploited by outsiders to attack the SCPS network and deny our 

users the services the network provides. Preventing these attacks require safer network designs, 

but the cost of a safer network design results in more restrictions being imposed on the users of 

that network. 

 

While the technology network systems developed in SCPS can be used to provide many services, 

it is necessary to ensure that work-essential and critical services are protected.  These systems 

will be fully supported, will be protected to the maximum extent possible, and will be the first to 

be restored in the event of similar attacks.   

 

Contents of this Operating Procedure: 

 

 Stafford County Public Schools Essential Technology Services 

 Discussion of Essential and Non-Essential Service Priorities 

 

Stafford County Public Schools Essential Technology Services 

 

1. I-Series Mainframe Operations and Connectivity to support payroll, student records 

management, and financial services. 

2. GroupWise for electronic mail and reliable, secure, high-speed communications with all 

staff members and with the outside world. 

3. File and Printer Sharing for expeditious administration and to provide ready access to 

data-driven decision making tools. 

4. Internet access to appropriate websites for both instructional and administrative support. 

Discussion of Essential and Non-Essential Service Priorities:  These services, in order of their 

priority, will be the first ones restored following any service outage.  Specific procedures for 

these restorations are discussed in the Technology Crisis Response Standard Operating 
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Procedure.  Restoration of secondary services (e.g., chat, instant messengers, non-GroupWise 

web electronic mail systems, etc.) will not occur until: 

1. Essential Services have been restored to the point where basic instructional and 

business/administrative operations can continue; 

2. For denial of service and other system intrusion attacks, the cause has been eliminated 

within the SCPS network; and, 

3.  An effective preventive (virus update, operating system update/patch) has been fully 

deployed and installed on all vulnerable systems. 

 

Responsible IT/IS Group:  Computer and Network Services Group
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TAB B:  Acceptable Use Policy 

 

Background:  

Public schools are required to establish guidelines for the appropriate use of computer networks. 

Such guidelines are generally called an Acceptable Internet Use Policy or AUP. By definition, an 

AUP is a written agreement in the form of guidelines outlining terms and conditions.  

All Stafford County Public Schools’ employees and students are required to agree to the AUP 

prior to accessing the network.  It is a condition of employment for staff and, therefore, covered 

under the standard employee contract.  Penalties for personnel are applied as appropriate and 

penalties for students are included in the Student Code of Conduct. 

In 2006, the Virginia State Legislature enacted law requiring that the Internet acceptable use 

policies developed by the school division superintendents must include a component on Internet 

safety for students.  Stafford County Public Schools will revise the current AUP to include this 

component, and to require students participate in the SCPS Internet Safety Program as a 

condition for Internet access in the schools 

Contents of this Operating Procedure 

 

 Current Stafford County Public Schools’ Acceptable Use Policy for Personnel 

 Current Stafford County Public Schools’ Code of Student Conduct - #10 Computer Use 

 

Current Stafford County Public Schools’ Acceptable Use Policy for Personnel   

 

The SCPS AUP is contained in the SCPS Policy and Regulations Manual (5-30, Acceptable Use 

of Computers and Technology by Employees).  A copy of this policy is attached to this Standard 

Operating Procedure.   

 

Current Stafford County Public Schools’ Code of Student Conduct - #10 Computer Use 

 

The SCPS Code of Student Conduct lists the violations and potential penalties associated with 

use and misuse of SCPS computer resources.  A copy of this Code of Student Conduct paragraph 

is attached to this Standard Operating Procedure.  

 

 

 

Responsible IT/IS Group:  Instructional and Assistive Technology Group 
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TAB C:  Internet Safety Program Procedures 

 

Background:  

 

Legislation enacted during the 2006 Virginia Legislative Session requires that the Internet 

acceptable use policies developed by the school division superintendents must include a 

component on Internet safety for students. The law further requires that Internet safety 

component must be integrated within a division's instructional program.  

 

The Stafford County Public Schools (SCPS) Internet safety program for students will be 

developed and aligned with the state guidelines and the SCPS Acceptable Use Policy. The 

Acceptable Use Agreement between SCPS and the individual student will include participation 

in the SCPS Internet Safety Program as a condition of being granted access to the Internet via 

SCPS computers and networks. 

 

Estimated publication date for the SCPS Internet Safety Program for Students is 8/1/2007.   

 

Contents of this Operating Procedure: 

 

 Definition of Integration in the case of the SCPS Internet Safety Program 

 Discussion 

 

Definition of Integration in the Case of the SCPS Internet Safety Program: 

 

SCPS defines "integration of internet safety into the K-12 curriculum" to meet the following 

criteria: 

 

 Appropriate to the learning activity planned (e.g., discussion of personal identification 

safety before using online journals or blogs); 

 'Just-in-Time'  (immediately prior to an activity in which the newly learned behavior is to be 

used) as opposed to scheduled in isolation with no connection to the other learning activities 

ongoing at the time; and 

 Across all grades and subject areas. 

 

Discussion: 

 

Under the law, the Internet Safety Program for Students will include: 

 

 Integration of Internet safety into the K-12 curriculum and instruction (see above); 

 Defined roles and responsibilities for: 

o School board members  

o Central office and building level administrators 
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o School staff, including teachers; counselors; technology resource teachers; library 

media specialists; etc.  

o Students   

o Community stakeholders, including parents, caregivers, public library staff, etc.  

o Local law enforcement officials 

 Safety measures, including any that already exist 

 Data and network security plan 

 Procedures to address breaches of Internet security and protect students’ safety 

 Process for annually reviewing, evaluating, and revising the program 

 Professional development opportunities for staff across the division 

 Outreach programs for community stakeholders 

 

 

 

 

Responsible IT/IS Group:  Instructional and Assistive Technology Group 
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TAB D:  Technology Crisis Response Procedures 

 

Background:  Stafford County Public Schools (SCPS) schools, offices and departments have 

responded to the steadily growing data reporting and other requirements by taking advantage of 

the improving technology infrastructure to automate most of the school system’s administrative 

and operational processes.  These innovations, while having had very positive effects on both the 

availability and quality of information needed to improve instruction, administration and 

efficiency, have, at the same time, greatly increased SCPS reliance on our Four Core Technology 

and Network Services (Tab A).   

 

Concurrent with the benefits of this increased use of technology tools are the associated costs 

and risks to the school division's continuity of instructional and business operations. Specifically, 

the school system’s degree of process-automation has reached the point that a catastrophic 

casualty to the Data Center at the Alvin York Bandy School Administration Complex 

(AYBSAC), to the division’s Wide Area Network (WAN), or to the SCPS Network Operations 

Center (NOC) located at Colonial Forge High School (CFHS) would seriously disrupt most 

instructional and business practices. 

 

The purpose of this SOP is to discuss SCPS' plans to:  

 

1. Mitigate the worst-case effects of such a crisis, 

2. Respond to such a crisis, 

3. Support restoration of basic/interim operations, and 

4. Phased restoration of capability to normal operations 

 

Contents of this Operating Procedure: 

 

 Definitions 

 Mitigation Procedures 

 Crisis Categories 

 Typical Response Procedures 

 Interim Support Operations 

 Timeframes for Full Recovery 

 

Definitions:   

 

Technology Crisis:  For the purposes of this SOP, an event will be considered as a 'Technology 

Crisis' when all the following criteria are met: 

 

1. Event has or may: 

a. seriously degrade or destroy any of the SCPS Four Core Technology and Network 

Services (this includes potential or actual physical damage to equipment or assets 

required to provide the Core Services that cannot be repaired or replaced in a timely, 

expeditious manner) or 

b. endanger mission critical or mission important data with permanent loss or corruption  
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2. Event has been formally declared by the Director of Instructional Technology and 

Information Services (ITIS), or, in his absence, one of the four ITIS Supervisors, to be a 

Technology Crisis. 

Technology Disaster:  Should a Technology Crisis be associated with event(s) that carry the 

potential for personnel hazard, injury or death, or an event(s) declared to be a disaster/emergency 

by competent local, state or federal authority (e.g., FEMA), then that Crisis will be elevated to 

the category of "Technology Disaster."  A Technology Disaster requires that lines of 

communication be maintained to share important data, normally resident on school division 

systems that might be required by government disaster response teams (e.g., addresses of 

students with special needs who might be particularly at risk during a local disaster).   

 

Mitigation Procedures:  SCPS technology systems have been designed and are operated with the 

intent to keep damage and/or data loss from any casualty to an absolute minimum. In order to 

ensure that these efforts have the greatest possible benefit, staff should: 

 

1. Be aware of electrical power availability and consumption. The standard electrical circuit 

in SCPS is rated at twenty amps.  Typically, no more than five desktop computers or 

fifteen laptop computers should ever be plugged into one circuit.  Overloaded circuits 

present both a data and a personnel hazard, and should not be allowed to occur. 

2. Save all critical files to their Novell Network home directory (H) rather than to their 

computer hard drive (C).  SCPS procedures (See Tab E) ensure that all server-saved files 

are backed up on a nightly basis, and that copies of these backed up files are stored in 

secure, off-site locations on a weekly basis.  Therefore, in the event of a major data 

casualty, most if not all of each client's important data files will be recovered. 

 

Crisis Categories: 

 

Category 1 – Significant Advanced Warning:  A Significant Advanced Warning Technology 

Crisis is one in which there is sufficient foreknowledge of the potential event that a coherent plan 

of action can be formulated and put into action to effect a significant mitigation of the 

consequences.  For example, a major hurricane (such as Hurricane Isobel, September 2003) with 

attendant storm surge and flooding, power outages, building damage, etc.,  will be predicted well 

in advance of landfall in Stafford County 

 

Category 2– No Advanced Warning:  This category of Technology Crisis is one which occurs 

with no foreknowledge of the event and therefore no time in which  a coherent plan of action 

could be formulated and enacted to mitigate personnel safety hazards, data risk and/or system 

damage.  Weather related events such as sudden, severe thunderstorms or tornados could fall into 

this category if it disrupts any of the core technology services. Destruction of key components in 

the infrastructure (either malicious or accidental) that results in core service disruption might 

also fall into this category. 

 

Category 3– Some Advanced Warning:  This category of  Technology Crisis is one which 

occurs with some foreknowledge of the event, but with insufficient warning and/or time to carry 

out the response to a Category 1 event.  Again, weather-related events such as severe 

thunderstorms or tornados could fall into this category if it causes disruption of core services. 



Stafford County Public Schools 

Office of Instructional Technology and Information Services 

Standard Operating Procedures 

 

Page D3 

 

Typical Response Procedures  

 

IT/IS responds to technology crises using a casualty response checklist intended to ensure: 

 

 Communications and coordination are established to manage the response 

 Safety of students, staff, and others (if the casualty is in some physically danger) 

 Safety of equipment and associated data 

 Recall of personnel to handle the response 

 A plan, tailored to the crisis, is developed and undertaken as soon as staff is available for 

that purpose 

 Monitor the execution and results of the response plan  

 Coordinate with school division and government leaders in responding to the greater 

crisis by providing data and other information as needed or requested 

 

Interim Support Operations 

 

Although full-scale restoration of core services may require significant periods of time due to 

infrastructure damage beyond the capability of SCPS to resolve, interim capabilities that will 

allow school instructional and business functions to resume will be required.  For example: 

 

 The instructional computer labs at the SCPS Professional Development Center might be 

set up for data stewards and other staff to use in accessing/updating student records 

resident in the mainframe computers.   

 Computers in the Finance Department might be set aside for school-based bookkeepers to 

enter purchasing, invoice and payroll data.   

 Provision of selected, hard-copy, paper-and-pencil data records, until regular computer 

aided processes are restored.  Examples of processes for which this may be possible 

include: 

o  Food services 

o Transportation routing  

o Attendance tracking  

 These can be developed at one location (with digital data access), and then manually 

transported to the user sites.  Similarly, updates to the records can be transported back to 

the central data location to update the database 
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Expected Timeframes for Full Recovery 

 

The time required to restore full core service capability will depend on the nature of the crisis 

and the amount of damage sustained.  In the case where the commercial infrastructure used by 

SCPS is damaged (e.g., phone company lines, or the wireless cell towers), restoration of those 

capabilities will be required first.   

 

IT/IS will report progress toward full restoration, along with expected restoration dates, to 

schools, work sites, and departments on a daily basis during the final recovery. 

 

 

Responsible IT/IS Group:  Budget/Planning Group. 
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TAB E:  Network and Data Systems Backup Procedures 

 

Background:  

 

Data and information are the lifeblood of a school system.  Every task, lesson and report 

undertaken, created, and delivered during the conduct of the school day relies upon readily 

available and accurate data and information.  

 

Therefore, one of the primary responsibilities of the Stafford County Public Schools (SCPS) 

Office of Instructional Technology and Information Services (IT/IS) is protecting data and 

information against loss or corruption.  Secure, reliable backups are the school division's first 

line of defense in the event of a significant Technology Crisis (Tab D). 

 

Network and data system backups are the main tool used by IT/IS to protect the school division's 

data and other electronic information, but not the only tool.  The IT/IS technology infrastructure 

has been designed with a series of safeguards built into the systems to bring the probability of 

permanent data and information loss to the absolute minimum. 

 

The purpose of this SOP manual is to explain how: 

 SCPS backup processes work 

 SCPS backup processes affect our clients  

 Clients should use the available technology to maximize the protection of their data and 

information  

 Clients can recover information that has become lost or corrupted 

 

Contents of this Operating Procedure: 

 

 SCPS Data and Service Protection Design Factors 

 SCPS Backup Process Description 

 Optimizing Department/School's Data Safety 

 Optimizing Individual Data Safety 

 

SCPS Data and Service Protection Design Factors 

 

SCPS Local Area Network (LAN) design is based on the Novell Netware system.  One feature of 

the Netware system is "file salvage."  Student and staff files that have been inadvertently or 

incorrectly deleted from their Novell home directories are not actually lost.  The school/site 

technology Point of Contact (Tier 1 Support– Tab K) will be able to salvage most files quickly 

and easily. 

  

Another design feature of the SCPS technology infrastructure is the use of ‘clustered file servers’ 

working with large shared storage called Storage Area Networks (SAN) to provide server fault 

tolerance.  During normal operations, when a 'standalone server' goes down, all services assigned 

to that server stop and data that has not been saved can be lost.  However, the clustered 
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server/SAN designs will, upon failure of one of the clustered servers, 'migrate' the services to one 

of the still operating servers without loss of functionality or data.  

 

SCPS Backup Process Description 

 

Data backup of the LAN shared storage (documents, spreadsheets, presentations, etc.,) is an 

automatic process that occurs nightly when network demand is low. The backup is made to 

removable hard drive storage that can be moved off-site to ensure that a significant casualty that 

damages the site's technology infrastructure does not similarly damage all records and backups.  

This is somewhat akin to keeping copies of important documents, such as wills and deeds, in a 

safety deposit box away from your home.  Backup disks are rotated on weekly and monthly 

basis to ensure that a single disk failure won't destroy the entire recent backup history of the 

network. Backups of this type can reasonably be expected to be available for file recovery for 

approximately thirty days. 

 

The IT/IS Data Center backs up the iSeries 820 Mainframe (see Tab M) on a similar schedule.  

All data files and the program development environments stored on the mainframe are backed up 

to tape daily.  The backup tapes are stored on-site at the School Board Office in a fire/waterproof 

vault. The daily backup tapes are recycled each week.  In addition, the Data Center also conducts 

quarterly and annual backups which are snapshots of all data and programs on the mainframe at 

the time of the backup.  These backups are stored off-site and are recycled on a quarterly or 

annual basis, respectively. 

 

Departments within SCPS may have one or more special application servers associated with their 

particular functions.  Examples of this would be food services record keeping or student 

transportation bus routing. These application servers generally have independent backup devices 

(most often tape drives).  While these devices are, like the disk-based backups discussed above, 

set up to operate automatically, rotation of the tapes or other storage media is still required to 

ensure that a tape/media failure does not wipe out all recent backups. Similarly, provision for 

some type of off-site, secure storage for recent backups is also necessary.  These operations are 

the responsibility of the department’s technology point of contact. 

 

Optimizing Your Department/School's Data Safety 

 

As discussed above, the operations of individual department backup systems are the 

responsibility of that department's technology point of contact.  Administrators should be aware 

of the processes established to ensure the data is backed up in accordance with this procedure 

and of the processes that protect the backups from damage or loss.  This includes regular 

replacement of older tapes and media with new ones to account for normal wear and tear. 

Administrators should also ensure that the periodic backup and rotation of tapes, disks, or other 

backup storage media is consistent with both the volatility and mission criticality of the backed 

up data.  Finally, administrators should ensure that backup storage media are regularly rotated to 

a secure, off-site location as a final line of defense against data loss. 
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Optimizing Individual Data Safety 

 

Information and data stored only on a staff member's assigned computer are not backed up and 

are, therefore, at major risk of permanent loss if the computer or its hard drive fails.  All staff 

files, but most particularly, any important files, must be stored in the staff member's assigned 

Novell network home directory.  This will ensure that the normal, ongoing IT/IS technology 

designs, data backup, and protection processes will be effective.  For help with using the 

assigned Novell home directory for secure file storage, staff members should contact their 

school/site technology point of contact. 

 

Responsible IT/IS Group: Computer and Network Services Group 
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TAB F:  Technology Support and Procurement Procedures 

 

Background:  The Mission of the Stafford County Public Schools' Office of Instructional 

Technology and Information Services (IT/IS) is to ensure that our technology investment fully 

supports every aspect of our children’s education and of the school system’s business operations.  

In order to accomplish that mission, the technologies in our schools and offices must be reliable, 

available, and adequately supported, which, in turn, requires that the cost of providing that 

support throughout the expected useful life of these technologies is fully funded.  Without 

adequate support, these technologies will gradually begin to fail, disrupting instruction and office 

work, and become an added burden on already tasked repair staff.  The "buy it, and someone will 

have to fix it" model of procuring technologies ignores the concept of Total Cost of Ownership 

(TCO), frequently causing unacceptable expenses as well as crisis management situations. 

 

Estimates based on current research indicate that the procurement cost of individual technology 

hardware and software items is, at most, 20 percent of the total cost of owning that technology 

over its useful life.  Issues that contribute to the remaining 80 percent include training of 

operators (users) and maintainers, ensuring adequate and timely technical support, procuring and 

maintaining a spare parts inventory consistent with each supported technology's required 

availability, as well as other costs such as disposal costs at the end of the technology's useful life.   

 

However, these additional life cycle costs can be significantly reduced, given proper planning 

that addresses those cost issues before the actual purchasing decision is made.  Standardization is 

one very critical cost avoidance strategy. When one type of any device is all that is in use, 

training and sparing costs are significantly reduced.  Fewer maintainers are required because the 

number of skill sets required to support the inventory is reduced.  Another effective strategy is 

ensuring that support for the expected life of the technology is included in the initial price.  

While this may result in modest increases in up-front costs, vendors will often undercut their 

support contract costs to make the sale, greatly reducing the total cost of ownership to the school 

division. 

 

This IT/IS SOP discusses what technologies can be purchased without prior IT/IS approval, the 

support responsibilities of offices/schools electing to procure non-approved technologies, and the 

procedures/timeline requirements for a significant initiative to receive IT/IS approval.  

 

Contents of this Operating Procedure: 

 

 IT/IS Tiered Support Program for Technology Purchases 

 Pre-Approved Technology Listing 

 Purchasing Technology Not on the Pre-Approved Technology Listing 
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IT/IS Tiered Support Program for Technology Purchases 

 

IT/IS provides a spectrum of support to technologies purchased by schools, departments and 

offices based primarily on the amount of life-cycle planning and budget preparation that went 

into the purchasing decision.  While some (few) exceptions may occur in the course of time, 

most technologies procured will generally fall into one of four support levels discussed below. 

 

Support Level One: Support Level One supported technologies are fully supported by 

IT/IS.  IT/IS (or their contracted agent), will fix the technology when it 

breaks, and replace failed components that are deemed irreparable 

(except for consumable items, e.g., projector bulbs).  Additionally, in 

the case of Support Level One, technologies that were purchased and 

provided by IT/IS, IT/IS support will include replacing that technology 

at its planned end of useful life, as well as disposing of the old device.  

Typically, network infrastructure (servers, switches, routers, fixed 

network wireless access points, etc.), equipment on the IT/IS Pre-

Approved Technology Listing (see below) and technologies that have 

gone through the  Major Technology Initiative Planning Process (see 

below) will be provided Support Level One support from IT/IS. 

Support Level Two: Support Level Two supported technologies receive limited support 

from IT/IS.  A Support Level Two supported technology is a device or 

software item that the infrastructure provided by IT/IS could 

accommodate without modification.  Most often, this will be in the 

form of alternatives to the IT/IS Support Level One supported-

components (e.g., wireless keyboards and/or mice, LCD monitors and 

color laser printers).  In the case that this type of Support Level Two 

device requires support, the user must either rely upon the vendor 

(through a support contract obtained at the time of purchase) to 

repair/replace it, or IT/IS will replace the failed unit with the standard, 

Support Level One component (e.g., wired keyboard or mouse to 

replace the wireless versions of each, or a CRT monitor to replace a 

failed LCD monitor).   

 Another example of a Support Level Two technology would be a 

Personal Data Assistant device (PDA).  While the technology 

infrastructure may support these devices, they are not on the Pre-

Approved Technology Listing.  Therefore, significant modifications to 

the infrastructure will not be made to accommodate these devices, nor 

will they be replaced by IT/IS should they fail.  Additionally, changes 

made to the technology infrastructure (e.g., upgrades to the GroupWise 

electronic mail system, or a new server operating system) may cause a 

formerly working Support Level Two technology to malfunction. 

Support Level Three: Support Level Three technologies receive no support from IT/IS.  

Schools, departments, and offices purchase and use these, with the 

understanding that IT/IS has neither the training nor the spare parts to 

install, repair or replace these technologies.  When making the 
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decision to invest in such technologies, the buyer must ensure that 

whatever support will be needed to ensure that the item serves their 

anticipated need is available either from their own staff or from the 

vendor/manufacturer selling the product.  Examples of Support Level 

Three technologies would be interactive white boards or non-IT/IS-

provided multimedia projectors. 

 A special case example of a Support Level Three Technology is any 

computer, desktop or laptop, that is not the computer specified on the 

IT/IS Pre-Approved Technology Listing, but that meets the IT/IS 

criteria for connection to the SCPS secured local area and wide area 

networks.  These mandatory criteria are intended to ensure that these 

computers are secure from viruses and other intrusions and will not 

hazard any of the Four Essential Services.  These criteria are: 

1. An IT/IS-approved operating system.  For Windows 

computers, the machine must be running Windows XP 

Professional (Windows XP Home Edition falls into the 

Support Level Four category below).  For Apple Macintosh 

computers, the approved operating system is OSX version 

10.4 or later. 

2. The person wanting to use the computer must show evidence 

that there is a licensed anti-virus program, installed and 

operating which regular virus definition updating. 

3. The automatic system software update program (Windows 

Update for Microsoft computers, and Apple Software Update 

for Macintosh computers) is enabled on the computer. 

4. The above are verified by the building CT/T prior to 

connecting the computer physically (wired or wirelessly) to 

the secure network. 

 As a result of the above, staff who invite vendors/speakers to give 

presentations should either: 

1. Inform the vendor/speaker that only an SCPS computer may be 

used to access the Internet from an SCPS location.  Staff 

should ensure that an SCPS computer is available for the 

vendor if the vendor's presentation requires Internet access; 

2. Inform the vendor/speaker to have all parts of the presentation 

resident on his/her laptop as Internet access will not be 

available to their personal laptop. 

Support Level Four: A Support Level Four technology receives no support from IT/IS.  

More importantly, installation of a Support Level Four technology 

may disrupt or degrade the performance of one or more of the Four 

Core Services provided by IT/IS. An example of a Support Level Four 

technology would be some type of wireless communications device 

that interferes with the operation of the existing wireless network or 
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that attempts to provide Internet Protocol (IP) addresses that are not 

consistent with network proxy devices and filters.  Another example 

are low-cost, home network switching devices that do not support the 

remote management and operation protocols used to permit technical 

staff to troubleshoot and repair many equipment problems without 

having to travel to that location.   

 A very important Support Level Four technology is any computer, 

desktop or laptop, that is not the computer specified on the IT/IS Pre-

Approved Technology Listing that does not meet all four of the criteria 

listed under Support Level Three technologies.  These computers will 

not be permitted access to SCPS secured Local Area and Wide Area 

Networks.  Where SCPS Public Wireless Hotspots are provided, non-

approved computers may access the SCPS Public Hotspot for Internet 

access only. 

 Support Level Four technologies will be removed whenever and 

wherever they are found.  If required, a Support Level One, Two or 

Three replacement may be substituted by the office or school 

attempting to use the Support Level Four technology at their cost.  

 

Pre-Approved Technology Listing 

 

The Office of Instructional Technology and Information Services will maintain a "Pre-Approved 

Technology Listing" of specific devices and technologies that may be procured and used by 

schools and offices with the assurance that they will receive Support Level One support.  The 

listing will provide the purchaser with configuration data, contracting data and vendor contact 

information for each standard technology. 

 

As a minimum, the listing will include: 

 

 The standard SCPS desktop computer 

 The standard SCPS laptop computers 

 The standard SCPS desktop, standalone printers 

 The standard SCPS network printers 

 

The Pre-Approved Technology Listing will be updated at least quarterly.  Copies of the current 

listing, as well as copies of current vendor quotes, may be obtained from the IT/IS 

Administrative Assistant (Accounting). 
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Purchasing Technology Not on the Pre-Approved Technology Listing 

 

Any SCPS staff member electing to purchase technology not on the Pre-Approved Technology 

Listing, knowing that the devices will be, at best, Support Level Two, has two options.   

 

1. Make provisions for support by purchasing  warranties or support contracts that will 

ensure the technology meets the buyer's availability needs through the technology's 

expected life cycle; 

2. If the purchase represents a significant (greater than $150,000 for one site, or $50,000 

for six or more sites), the staff member may elect to propose this as a Major Technology 

Initiative for review and approval by IT/IS.  Major Technology Initiatives that are 

approved will receive Support Level One support from IT/IS. 

 

Responsible IT/IS Group:  Budget/Planning Group 
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TAB G: Technology Initiative Procedures 

 

Background:  

 

The technology inventory of Stafford County Public Schools represents a one-time investment in 

excess of $15,000,000.  That impressive number, however, reflects only the procurement costs 

and not the cost to ensure the utility and availability of the various technologies throughout their 

expected life cycles. 

  

Estimates based on current Total Cost of Ownership (TCO) research indicate that the 

procurement cost of individual technology hardware and software items is, at most, 20 percent of 

the total cost of owning that technology.  Issues that contribute to the remaining 80 percent 

include training of operators (users) and maintainers, ensuring adequate and timely technical 

support, procuring and maintaining a spare parts inventory consistent with each supported 

technology's required availability, as well as other costs such as disposal costs at the end of the 

technology's useful life.  Just as important, some seemingly low initial cost tools become 

unacceptably expensive because the significant modifications to the existing technology 

infrastructure is required to make the tool perform as advertised. 

 

The purpose of this SOP is to ensure that schools, departments and offices, considering investing 

in technology beyond the current standards, purchase systems that will work as advertised within 

the SCPS technology framework. Recalling that the hidden costs of a new procurement can be 

four or more times greater than the purchase price, it is the responsibility of all groups involved 

to ensure that every effort is made to determine the total cost and to ensure that total cost is fully 

funded before proceeding with any but pilot project level procurements. Planning, engineering 

design assessments and cost analyses are necessary to determine the most effective cost 

avoidance strategies that will ensure that the desired technology is supported consistent with 

reliability and availability expectations of the user/client base.  Nothing is more expensive than a 

solution that does not reliably and effectively do the job for which it was purchased. 

 

Contents of this Operating Procedure: 

 

 "Minor" Technology Initiatives 

 Major Technology Initiative Definition  

 Major Technology Initiative Timeline 

 Major Technology Initiative Proposal Process Basics 

 

"Minor" Technology Initiatives: Minor initiatives include those that are in the lower tiers of 

the IT/IS support structure, but that still need to work once purchased and installed. Any change 

or addition under consideration for a SCPS site's technology infrastructure or any initiative that 

may have a technology component must be discussed with IT/IS before purchase orders or 

requests for proposal are released.  There are three primary reasons for this: 

 

1. There are requirements for school technology systems about which staff outside of 

IT/IS may be unaware.  For example, the Commonwealth of Virginia's requires that 

all school-issued, data-system requests for proposal must include, as a required 
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specification of the successful proposal, that the system be School Interoperability 

Framework (SIF) Certified. 

2. A seemingly minor technology initiative may, in fact, be much more involved and 

expensive than the persons involved realize.  For example, simply increasing the 

computer inventory at an elementary school by as little as 10% could require 

significant architectural redesign to prevent data-lag and network slowdowns.  A 

seemingly simple change in school scheduling could literally require months of effort 

on the part of the student information system programmers to automate. 

3. IT/IS wants to prevent the purchase of technology that will not work in the SCPS 

technology infrastructure. 

Building and other administrators considering such initiatives should first assign a person as the 

point of contact for the initiative.  This person should possess the ability to interact with IT/IS 

staff members on a fairly high technical level. This person will also become the 'site expert' on 

the system responsible for handling day-to-day questions and issues associated with system 

operations at the site.  Once assigned, the staff member will make contact with the appropriate 

group (or Point of Contact) within IT/IS to discuss the proposed initiative..  If in doubt as to 

which group(s) might be affected, the staff member should contact the Administrative Assistant 

to the Director of IT/IS for clarification.  Procurement can proceed once the issues are resolved. 

 

Major Technology Initiative Definition:  Generally, a major initiative will be defined by initial 

procurement cost estimates since that is the only part of the Total Cost of Ownership equation 

clearly understood at the beginning.  Therefore, for the purposes of this procedure, an initiative 

will be considered 'major' if the champion wants IT/IS to provide Tier One support, and the 

procurement costs are estimated to be: 

 

 Requires server installation and administration to work 

 Greater than or equal to $100,000 for a single site or organizational group 

 Greater than or equal to $30,000 for each of at least six sites or organizational groups 

 

Major Technology Initiative Timeline:  The timeline for the deployment of a major initiative is 

constrained by several factors: 

 

1. The time at which the initiative is proposed.  This is primarily driven by the SCPS 

Budget Calendar.  As a rule, major initiatives will require at least one full budget cycle. 

2. The amount of engineering effort required to determine how to integrate the proposed 

technology into the existing infrastructure.  Should it be determined that significant 

modification is required to the infrastructure (for example, upgrading core network 

services for a 1:1 computer initiative), then deployment of the initiative could not occur 

until the required engineering upgrades are accomplished. 

3. The budgetary climate at the time the initiative is proposed funds must be available to 

provide the support and fully fund the non-procurement costs.  If those funds are not 
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available, the initiative cannot be deployed as a Tier One supported technology until the 

funding climate changes. 

Staff proposing Major Technology Initiatives should expect that the minimum timeline for 

deployment of the initiative will be one to three years, assuming favorable funding expectations.   

Major Technology Initiative Proposal Process Basics:  Step one for any group or school 

considering a Major Technology Initiative is to assign a single point of contact responsible for 

the initiative.  For the initiative to have any chance of success, that individual must possess the 

ability to interact with IT/IS staff members on a fairly high technical level, and must be an 

enthusiastic champion for the initiative willing to spend the time to help conduct effective 

planning. This person will also become the 'site expert' on the system responsible for handling 

day-to-day questions and issues associated with system operations at the site.  Once assigned, the 

staff champion will obtain an initiative proposal form from the Budget/Planning Group in IT/IS.  

This document includes issues such as the instructional/administrative requirement, the bases for 

the requirement, the anticipated use and the expected costs. 

IT/IS will analyze the proposal and include the infrastructure and support cost estimates.  IT/IS 

will also ensure that other criteria, such as the School Interoperability Framework (SIF) 

Certification required by the Commonwealth of Virginia for data system Requests for Proposals, 

are factored into the initiative planning.   

If the expanded proposal costs indicate that School Board approval will be required for the 

project, the proposed initiative will then be turned over to the SCPS Technology Advisory 

Committee (TAC) who will review the initiative against the provisions of the SCPS Integrated 

Technology Plan.  They may elect to recommend the initiative be forwarded to the School Board 

for approval.  If so, they will assess its priority against other ongoing initiatives and forward that 

to the School Board as well.  If the TAC does not recommend the initiative, that and their 

rationale will be provided to the proposal champion who may elect to:  

 revise the proposal  

 attempt to gain School Board approval without the TAC's positive 

recommendation  

  proceed without Tier One support 

 table/discard the initiative 

More detail on the process may be obtained from the Budget/Planning Group in the Office of 

Instructional Technology and Information Services. 

 

Responsible IT/IS Group:  Budget/Planning Group 
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TAB H GroupWise (Electronic Mail) Procedures 

 

Background:  

 

Groupwise is a 'groupware program' intended to facilitate collaboration and communication 

among Stafford County Public Schools (SCPS) staff members, members of the greater Stafford 

County community, and members of the greater education community in Virginia and the United 

States.   

 

Groupwise accounts are granted to contracted employees of SCPS shortly after the contract is 

signed. While primarily used for electronic mail, Groupwise also provides capabilities for 

individual and group schedule management (calendar) and contact management (address book), 

resource management (e.g., classroom and computer lab availability), and work-task assignment 

and management. 

 

Groupwise communications are governed by several state laws and regulations.  These include: 

 

1. Stafford County Public Schools Acceptable Use Policy (See Tab B), 

2. Stafford County Public Schools Superintendent's  Groupwise Guidance message 

(attached at the end of this Tab), and 

3. Virginia and Federal laws and regulation, including: 

a. Freedom of Information Act (FOIA) 

b. Public Records Retention Act (PRRA) 

 

The purpose of this operating procedure is to apprise you, the account holder, on: 

 

 How accounts are created, modified, moved and ultimately terminated; 

 How to get help using your Groupwise account; and 

 Your responsibilities for electronic communication record retention under FOIA and 

PRRA. 

 

Contents of this Operating Procedure: 

 

3. New Employee Account Creation Procedures 

4. Employee Movement (change of work site or school) Procedures 

5. Employee Name Change Procedures 

6. End of Employment Account Removal Procedures 

7. Electronic Mail Retention and Public Access Procedures 

 

New Employee Account Creation Procedures 

 

As part of their contract signing and check-in process, SCPS' Human Resources Department 

(HR) identifies new employees to the Technology Administrative Assistant (Clerical) and to the 

GroupWise Manager within one week.   
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The Technology Administrative Assistant (Clerical) will enter a work ticket into the Work 

Request System (Tab K), to the new employees’ receiving school-Computer Technician, Trainer 

(CTT).   

The CTT will set up the accounts for the new employee in both the Novell Network (edirectory) 

system and in GroupWise.   

Upon arrival at the new school, the employee will contact the CTT for login and other 

instructions associated with using the network and Groupwise.   

After the new employee has successfully logged into the Groupwise system, the CTT will close 

the work ticket in the Work Request System. 

 

Employee Movement (Change of Schools) Procedures 

 

Human Resources will notify the Technology Administrative Assistant (Clerical) and the 

GroupWise Manager of any employees changing their work location within SCPS.   

The Technology Administrative Assistant (Clerical) will enter a work ticket into the Work 

Request System to the receiving school's CTT and to the GroupWise Manager.   

The employee will then archive all email to his/her home directory on the Novell network.  Once 

completed, the employee will copy her/his new Groupwise archive and all other files and 

documents from the home directory to CD-R(s) disks.  

The employee will then inform the receiving CTT that both of the accounts have been cleared 

and are ready to be moved.  The receiving school CTT and GroupWise Manager will then move 

the remainder of the Groupwise account.   

Upon completion of that move the receiving school CTT will inform the employee that he/she 

can login to the Novell Network and copy all files on the CD(s) to the new home directory at the 

new school.  The CTT and the Groupwise Manager will close the work ticket in the Work 

Request System. 

 

 

Employee Name Change Procedures 

 

Human Resource will notify the Technology Administrative Assistant (Clerical) and the 

GroupWise Manager of the employee's name change.   

The Technology Administrative Assistant (Clerical) will enter a work ticket into the Work 

Request System to the employee's school CTT.   

The CTT will then change the employee's account to the new user name and inform the 

employee when complete.   

Once the employee is satisfactorily logged in to GroupWise, the CTT will close the work ticket 

in the Work Request System. 
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End of Employment Account Removal Procedures 

 

Human Resource will notify the Technology Administrative Assistant (Clerical) and the 

GroupWise Manager of the employee leaving SCPS employment and the date their employment 

will end. 

The Technology Administrative Assistant (Clerical) will enter a work ticket into the Work 

Request System to the employee's school CTT.  

The CTT will set expiration dates in the system for both the employee's Novell Network 

(edirectory) and GroupWise accounts.   

The employee's user ID will then be removed from all distribution lists.  Thirty days after the 

employee's end of contract date, the CTT will delete the Novell Network (edirectory) and 

GroupWise accounts, and will clear away the former employee's home directory.  Once that is 

complete, the CTT will close the work ticket in the Work Request System. 

 

 

Electronic Mail Retention and Public Access Procedures 

 

The Stafford County Public Schools Groupwise System, and all accounts included in that system 

are, by legal definition, public systems with no presumption of privacy to either the account 

holder or to anyone sending mail to the account holder.  Any email generated by an SCPS  

Groupwise account, and any mail sent to an SCPS Groupwise account are considered to be 

public records under the provisions of the Freedom of Information Act and the Public Records 

Retention Act, and therefore are subject to the provisions of those laws. 

Electronic messages are subject to the same retention requirements as hard-copy letters or other 

communications for similar topics and subjects.  If you have any questions as to whether a 

message should be retained, or for how long it should be retained, contact your building 

administrator. 

Retention of emails and other public records is the responsibility of the individual account holder 

A process called "archiving" is built into the Groupwise program to facilitate this process with 

regards to electronic mail records.   

Each account holder determines what, when, and how often to archive mail in their account. The 

archived mail is saved to their Novell Network account home directory to ensure that the 

messages can be, in the event of a Freedom of Information Act (FOIA) request for information, 

quickly and easily recovered.   

For help with the archiving process, submit a work ticket via the Work Request System (Tab K) 

to identify your need to your building technology point of contact, or CTT.  He will either help 

you resolve the issue, or in the rare case that she/he cannot, escalate the work ticket to the 

Groupwise Manager for further action. 

 

Responsible IT/IS Group:  Computer and Network Services Group. 
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TAB I:  Technology Resource Teacher Program Procedures 

 

Background:  

 

The Technology Resource Teacher (TRT) program is required by the Commonwealth of Virginia 

Standards of Quality for public schools.  Stafford County Public Schools (SCPS) TRTs are: 

 

 Experienced, licensed teachers; 

 Professional staff developers; 

 Focused on instructional delivery and improved student achievement through the 

effective use of instructional and information technologies;   

 Teacher leaders who cultivate professional learning communities among their peers, and 

who promote teacher leadership throughout the school division.  

 

Contents of this Operating Procedure: 

 

8. TRT Program Goals  

9. TRT Program Objectives 

10. TRT Best Practices 

11. SCPS TRT Appointment and Placement Procedures 

12. TRT Evaluation and Supervision 

 

TRT Program Goal:  

 

The TRT program is designed to improve instructional practice and student achievement for the 

21st century learner by way of supporting administrators, teachers, and students in the area of 

instructional technology integration. The TRT provides the link between the technology tools 

available to teachers and students, and their seamless integration into all areas of instruction and 

instructional management. TRTs deliver the expertise, the focus, and the resources to maximize 

the benefit of technology tools to improve teaching and learning for all students in their assigned 

school.  

 

TRT Program Objectives: 

 

 To improve student learning and performance by building professional relationships that 

organize educators into learning communities that are aligned with the School 

Improvement Plan and division goals.  

 

1. Involve the educational community in learning about technology and its 

importance in the educational process for 21st Century learners.  

2. Utilize technology and instructional resources to support collaboration.  

3. Guide instructional improvement by utilizing teacher leadership skills.  

4. Replicate and share successes with other educators in the school division through 

conferences, meetings, and division-wide professional development seminars in 

Instructional Technology.  
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 To improve student learning and performance by using data driven decision making.  

 

 Assist staff in the utilization of assessment tools and data analysis to improve 

instruction.  

 

 To improve student learning and performance through embedded collaborative staff 

development by:  

 

1. Promoting the use of research and best practice in the classroom.  

2. Designing lesson plans and projects with teachers that match appropriate learning 

strategies and technology tools.  

3. Incorporating knowledge of human learning perceptual and cognitive learning 

styles  

4 Assisting with the utilization of instructional and assistive technologies to meet the 

instructional needs of teachers and students.  

5. Promoting high expectations for teacher and student performance.  

 

 To improve our own level of expertise and service to teachers and administrators by: 

 

1.  Developing and utilizing informal and formal measurements to evaluate the 

effectiveness of the TRT program throughout the year.  

2.  Utilizing data to determine staff development priorities, monitor progress, and 

sustain continued improvement.  

 

TRT Best Practices: 

 

“The [Instructional Technology Resource Teacher] ITRT is, above all, the individual available 

throughout the school day responsible for assisting teachers with the integration of technology in 

the classroom.”(VDOE, 2005, p9)1  

                                                 
1Virginia Department of Education. (2005) Instructional technology resource teacher and technology support 

positions: A handbook for school divisions.  Richmond, VA: Virginia Department of Education 
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Task Percentage of Time 

Assisting teachers, training, IT curriculum 

development, modeling, collaborative 

teaching, researching, reviewing software, 

classroom visitations 

70% 

Coordinating services and resources via 

meetings with administrators and 

supervisor, serving on building and 

division leadership teams 

15% 

Creating and implementing a plan to 

communicate progress and activities to the 

faculty and administration 

10% 

Minor troubleshooting of equipment or 

software in instructional settings 
4% 

Documenting progress and activities 1% 

 

Expected day-to-day TRT activities: 

 

 Meeting with administrators and teachers to determine building instructional needs 

 Working with teachers to plan lessons that integrate technology 

 Training teachers to use instructional software or hardware in their classrooms 

 Serving on your School Improvement Planning Committee 

 Co-teaching lessons with teachers or assisting them during integrated lessons 

 Promoting the use of instructional technology 

 Working with library media specialists to help teachers find valuable resources 

 Helping teachers choose appropriate technology for their curriculum and grade levels 

 Offering professional development sessions that correlate with school instructional goals 

 

SCPS TRT Appointment and Placement Procedures: 

 

Stafford County Public Schools' staffing model for TRTs is to place one TRT in each school.  

TRTs are hired according to SCPS policies for hiring.  Applicants must provide a letter of 

reference from a current principal.  Each candidate will participate in a panel interview 

consisting of the Supervisor of Instructional and Assistive Technology (IT/AT), another 

Technology Supervisor, and a school-based administrator in which  the four main areas of work 

for the TRT (position: instruction, leadership, professional development and integration) will be 

explored.  All materials related to hiring including the current job description are found on the 

SCPS website.   

 

Successful candidates are hired as members of the Office of Instructional Technology and 

Information Services (IT/IS) Instructional and Assistive Technologies Group.  TRTs placements 
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to specific schools are made by the Director, based on identified instructional needs of the 

schools, the individual TRT's areas of expertise and consultations with building principals. 

 

TRT Evaluation and Supervision: 

 

TRTs are supervised and evaluated by the Supervisor IT/AT with input from the assigned 

schools' principals.  Their annual performance evaluation consists of a portfolio evaluation, 

direct observations and a formal, narrative evaluation.   

 

The TRT evaluation portfolio will include two instructional goals for integration of technology at 

their assigned school.  These goals should be created with the guidance of the school principal 

and will be based on the needs of that particular school.  Evidence for the portfolio is collected 

throughout the year and presented to the Supervisor in May.   

 

A formal observation of each TRT will be scheduled and conducted mid-year.  This will be 

followed by a post-observation critique with the TRT at which time any addition or modification 

of goals will be negotiated.  Additionally, the Supervisor will meet with each TRT on a more 

informal basis throughout the year to assess the goals and their progress toward their goals.   

 

At the end of each school year, following the presentation and evaluation of a TRT's portfolio, 

the Supervisor IT/AT will complete a narrative evaluation of the TRT.  The building principal 

will then have the opportunity to comment on the narrative evaluation.  Once complete, the 

Supervisor IT/AT and the TRT will formally review the narrative, and sign the document.  

 

 

Responsible IT/IS Group:  Instructional and Assistive Technology Group 
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TAB J:  IDEA Assistive Technology Procedures 

 

Background:    

 

Students who qualify for Special Education services or services under Section 504 are eligible to 

receive assistive technology (AT) support as deemed appropriate by the Individual Education 

Plan (IEP) Team.  In Stafford County Public Schools (SCPS), the responsibility for provision 

and support of AT support is the Instructional and Assistive Technology (ITAT) Group in the 

Office of Instructional Technology and Information Services (IT/IS).  The Assistive Technology 

Coordinator is the point of contact in IT/IS for all issues concerning AT. 

 

For the purposes of this Standard Operating Procedure and the IDEA, Assistive Technologies are 

defined to be  

 

". . . any item, piece of equipment, or product system, that is used to increase, maintain, 

or improve functional capabilities of individuals with disabilities." 

 

Access to AT is governed by several regulations and directives which include: 

 

1. The need for AT in order to benefit from the educational experience 

 

a. As supported by a formally approved IEP or 504 goals and information, and 

b. As evidenced in assessments. 

 

2. A completed referral for AT submitted to the Office of Instructional Technology and 

Information Services (IT/IS) Instructional and Assistive Technology (ITAT) Group. 

 

The purpose of this SOP is to explain the processes and procedures used to support and 

administer AT in the school division. 

 

Contents of this Operating Procedure: 

 

13. The AT referral process 

14. Difference between AT assessment and evaluation 

15. AT and the IEP 

16. Protocol for reporting issues, progress and changes 

17. Equipment custody and inventory procedures for AT 

 

The AT Referral Process 

 

The AT Referral provides the AT Coordinator with information required to guide consultation 

and/or assessments aimed at determining appropriate devices or materials for the specific 

student's learning needs.  The referral should be completed by the school site Special Education 

Case Manager with input from other staff as appropriate.  There are two different referral forms: 

 

1. An Individual Referral involves AT for a specific student 
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a. Initiates a working file for the AT Coordinator, and 

b. Follows a student throughout their educational career in the division. 

 

2. A Classroom Referral involves AT that will support a group of students with similar 

needs: 

 

a. Initiates a working file for the AT Coordinator, and 

b. Active for one academic year.  

 

When a referral results in a selection of AT and an implementation plan, the AT caseload and 

data base are updated accordingly.  This information is important to the ongoing process of 

securing and maintaining equipment and student information. 

 

The difference between an AT Assessment and an AT Evaluation 

 

The referral process initiates an AT assessment.  The assessment can include consultations, 

observations, collaboration with IEP team members, working directly with staff and/or students, 

trial-tests of specific equipment/solutions and placing equipment for student use. 

 

An AT evaluation requires written permission from the parent/guardian and encompasses a full 

range of assessments.  The areas involved are: environment, mobility, positioning and seating, 

access, vision, hearing, communication, writing, reading, math, and may include activities of 

daily living, recreation and leisure.  This process involves collaboration with IEP team members 

and is completed with a written report and recommendations.  Consultation with the AT 

Coordinator is recommended prior to seeking permission for an evaluation. 

 

 

AT and the IEP  

 

The Special Considerations section of an IEP addresses whether or not the student requires AT in 

order tomeet specific goals and objectives.   It is important that this consideration include input 

from the SCPS AT Coordinator prior to the meeting if the student has been using AT.  When AT 

is anticipated to be a significant topic or area of concern during an IEP meeting, the AT 

Coordinator should be contacted to discuss the possibility of attending.   

 

If through the course of the IEP meeting the team determines that AT is an area of concern and 

no contact has been made with AT Coordinator, the following should occur: 

 

 Record the concerns of the team in the IEP meeting minutes,  

 Have the Case Manager complete and submit an AT Referral, 

o Contact the AT Coordinator through email/phone with any questions regarding 

the referral process. 

 

Case Managers should be particularly careful when dealing with students who are transferring 

into SCPS from some other school system.  In particular, Case Managers should pay close 

scrutiny to new transferred students' IEPs looking for any pre-existing AT information or 

requirements. 
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IMPORTANT NOTE: 

 

The AT Coordinator should be contacted immediately about any out-of-district IEPs that contain 

AT information or requirements. 

 

Compliance with IDEA may be compromised if:  

 

 AT becomes part of the IEP goals or accommodations without consultation or input from 

the AT Coordinator  

 AT issues (device/software working properly, training, implementation, etc.) are not 

addressed through consultation with the AT Coordinator in a timely fashion 

 Members of the IEP team are not in communication with each other regarding AT 

decisions, implementation and progress 

 

Implementation of AT  

 

Assistive technology can be implemented on a trial basis or assigned once it is determined to be 

appropriate.  Successful implementation of AT depends upon the following: 

 

 Involved staff have an agreed upon plan of implementation,  

 The student involved is willing to try/use the AT,  

 Training is provided as appropriate, 

 The Case Manager and other members of the staff communicate regularly regarding the 

implementation plan, and 

 Protocol is followed with regard to progress and/or issues (technical or otherwise). 

 

Protocol for reporting issues, progress and changes 

 

The SCPS Electronic Help Desk/Work Request System (See Tab K) is designed to facilitate 

response to issues and problems involving technology, including Assistive Technologies.  When 

submitting a work ticket for a supported AT device, the author should type "IEP / AT" into the 

description block on the first line to highlight the nature of the problem.  The school’s Computer 

Technician/Trainer is part of this process and should be contacted to address issues involving: 

 

Software  

 

 Applications placed for teacher or student use 
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Hardware 

 

 Computer related devices (switches, mouse, keyboard) 

 Dedicated devices (alphasmart, communication devices, low vision equipment) 

 General equipment (cameras, tape recorders, cables/cords) 

 

The following information should be communicated to the AT Coordinator:    

 

 Problems involving low-tech or non-technical items, 

 Obvious issues that require the need for repair, 

 Issues that impact student achievement,  

 Progress regarding the implementation plan (report card schedule), and 

 Significant changes regarding student health, attendance, use or appropriateness of AT. 

 

The End-of-Year survey is to be completed and submitted by the last day of school.  This 

information is very important to:  

 

 Supplying assigned AT to students when they return in the fall,   

 Tracking transitions for rising 6th and 9th grade students, and  

 Tracking program and school changes within the division.  

 

 

Equipment custody and inventory procedures 

 

Most AT items that are delivered to schools are assigned to and become the responsibility of the 

student’s Case Manager.  An inventory of these assignments is kept and updated to reflect 

changes throughout the year.  All Case Managers should maintain their own AT inventory to 

facilitate the district-wide management of these items. 

 

The school’s Special Education Designee will be required to sign for high technology/high cost 

devices that are placed with students in their building.  The Designee should be kept informed of 

any significant information involved with that device by the Case Manager and/or the AT 

Coordinator. 

 

When AT is determined appropriate to be used at home, the parent/guardian must first sign an 

agreement that explains the conditions and expectations involved. 

 

 

Responsible IT/IS Group:  Instructional and Assistive Technology Group 
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TAB K:  Technology Support System  

 

 

Background:  

 

The Stafford County Public Schools (SCPS) Division currently operates a technology inventory 

of over 6,700 Windows-based PC's and almost 2,800 Macintosh computers along with the 

network servers and other peripherals required to provide the Four Essential Technology 

Services (see Tab A). In order to ensure those essential services are reliable and available, the 

Office of Instructional Technology and Information Services has developed a human 

infrastructure aimed at responding in the most timely fashion to problems experienced by our 

clients. 

 

This SOP will discuss how SCPS provides this help to our clients, and more importantly, how 

our clients can request repair and other technical level support when their equipment does not 

work as it should.   

 

Note:  Instructional and training support is discussed in Tab I, Technology Resource Teacher 

Procedures. 

 

Contents of this Operating Procedure: 

 

18. The First Line of Defense 

19. The Electronic "Help Desk" System 

20. Submitting a Work/Trouble Ticket 

21. Tiered System of Escalated Support 

 

The First Line of Defense:  Each school/site has a technology point of contact assigned.  In the 

case of schools, this point of contact is the Computer Technician/Trainer (CTT).  At other sites, 

this is a collateral duty position assigned to a member of the local staff, or it may be a IT/IS 

technician. Regardless of the type of personnel assignment, this technology point of contact: 

 

 Represents the school/site in technology related support and other matters as assigned.  In 

most cases, where IT/IS has an issue of concern for the school or site, the school/site 

point of contact will be the first person informed; 

 Provides Tier 1 support to clients at that site or school (see below for description of 

Tiered support structure); and 

 Escalates problems that are beyond Tier 1 one support capabilities to appropriate Tier 2 

Technology Staff. 

 

Special skill-based, operator/maintainer training is provided to the technology points of contact 

on a monthly basis during the school year by IT/IS staff.  These trainings consist of hands on 

practical learning experiences to help the CTTs and other points of contact learn to troubleshoot 

and repair both basic and intermediate level technology problems.  The training also covers 

specific issues that are particularly pertinent  or time sensitive. 
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The Electronic "Help Desk"/Work Request System (WRS):  SCPS IT/IS provides clients an 

easy-to-use, readily available electronic trouble-reporting and workload tracking system.  The 

design intent of this work request system is to permit staff to report problems without having to 

leave their classroom or office, and to be able to determine the current status of a previously 

reported problem.  

 

All requests for repairs or other support must be entered in the work request system.  There are 

several important reasons for this: 

 

1. Using the WRS ensures that there is an electronically generated record of the problem.  

That way, a busy individual cannot inadvertently forget she/he was caught in the hallway 

with an "it doesn't work" report; 

2. Using the WRS ensures that the work load for the support staff is fully documented, so 

there will be sufficient IT/IS staff to handle the average work; 

3. Using the WRS permits IT/IS to look for repair trends with specific technologies in time 

to prevent large scale problems with specific components; 

4. Allows the point of contact to escalate the problem without having to enter the data. 

5. Using the WRS ensures that the client is able to quickly ascertain the state of progress in 

resolving the issue identified by the work/trouble ticket. 

 

The site CTT or point of contact will be notified of the reported problem and will either take 

action to troubleshoot and repair the problem, or will pass the problem up to the next tier of 

support ('escalation'). The system also permits IT/IS management to monitor progress of work as 

each IT/IS staff member responding to a given 'trouble ticket' will update the computer on the 

progress of his/her efforts to correct the problem. 

 

Submitting a Work/Trouble Ticket:  Staff experiencing a technology problem should start the 

program, "Internet Explorer" (or Firefox/Safari on a Macintosh computer),  type in "helpdesk" in 

the "Address" window below the menu, and press the enter key.  After logging in with your 

Novell login ID, a computer data entry form will pop up on the browser.  Simply fill in the 

required fields, and click OK to submit the problem report. 

 

Tiered System of Escalated Support: 

 

Tier 1: The Tier 1 provider is typically located at the site she/he supports.  They provide direct 

support to their clients.  Their typical tasks include: 

 

 new network or electronic mail account creation, 

 password changes,  

 standard program/application installation,  

 basic network and computer troubleshooting,  

 monitoring the Work Request System for newly reported issues and for changes in status of 

existing, outstanding work request,. 

 Escalating work requests up the support structure that are too complex for Tier 1 response. 
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Tier 2: The Tier 2 provider is central office-managed, and is typically assigned multiple schools 

and sites.  Tier 2 staff typically responds to problems associated with computer workstation 

hardware, printers and software. They provide support to clients and Tier 1 support staff in 

resolving those work requests that were beyond Tier 1 support. Additionally, they help with the 

phased rollout of new programs and equipments across the school division. 

 

Tier 3: The Tier 3 provider is central office-managed, and is typically assigned multiple schools 

and sites. In addtition to providing escalation support to Tier 1 and Tier 2 staff, their 

responsibilities include planning and design of new large-scale program implementations, and 

developing standard processes for server and network hardware and software.  

 

Tier 4: The Tier 4 provider is a central office staff member, and is responsible for issues that 

affect the entire school division. The Tier 4 staff provides support to Tier 2 and 3 staff.  Their 

responsibilities include the maintenance, planning, design and implementation of division-wide 

technology systems and programs. The focus of Tier 4 providers is to ensure that systems operate 

together and share information seamlessly.  

 

Responsible IT/IS Group: Computer and Network Support Group. 
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TAB L: Grants, Donations and Other Non-Procurement-based Acquisitions 

 

Background:  

 

A simple fact of public education is that there is never enough money to do everything we, as 

educators, want to do with and for the students.  One method used to mitigate this is for staff to 

aggressively pursue public and private sector grant opportunities, to seek and accept private 

donations, as well as other non-traditional avenues.  Technology companies are particularly 

aggressive in offering such opportunities, offering equipment whose retail cost would be 

prohibitive were the school or division to consider purchasing similar capabilities. 

 

As discussed in Tab F, the supportability issue must be addressed, up front, when considering 

and before pursuing these opportunities.  It does little good, and can result in hard feelings, if the 

successful grant writer discovers, after the fact, that the new technologies can not be supported or 

worse, will not work within Stafford County Public Schools' technology infrastructure. 

 

The purpose of this procedure is to set guidelines for grant proposal and acceptance, for IT/IS 

support of grant/donated equipments and to suggest alternatives ways in which grant-providers 

and donating persons/groups can help. 

 

Contents of this Operating Procedure: 

 

22. Technology Support Guidelines for Grants and Donations 

23. Technology Grants and Donations Alternative Strategies 

 

Technology Support Guidelines for Grants and Donations 

 

Technologies obtained through grants and donations will be subjected to the same tiered support 

levels discussed in Tab E.  The same criteria for Support Level One, Two, Three or Four will be 

applied to donated and grant-obtained technologies as would be applied to SCPS-purchased 

equipment.  

 

In order to be connected to the secure SCPS local and wide area networks (and thus to the 

Internet), any such equipment must meet, as a minimum, the criteria for Support Level Three in 

Tab E (supported operating system, automatically updated fully licensed antivirus program, 

Apple or Windows Update enabled and CTT certification).  If any of the criteria are not met, 

these technologies can be used only as standalones, isolated from the networks. 

 

In order to be accorded Support Level One (i.e., fully supported by IT/IS), the donated or grant-

obtained equipment must be selected from the SCPS Pre-Approved Technology List.  Please 

note, that simply because a device model is built by the same manufacturer as one on (or 

formerly on) the pre-approved list, does not mean that the device under consideration will be 

accorded the same support level.  In fact, in most cases the new device will not be supported at 

that level.  Changes in model numbers invariably mean the new device's piece parts are different, 

which means that the spare parts and training obtained for the supported device will not carry 

over to supporting the new device. 
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Technology Grants and Donations Alternative Strategies 

 

Grant writers and individuals either considering making or seeking donations of technology 

should consider all or some of the following strategies: 

 

1. Include your site Technology Resource Teacher (TRT) and CTT in the planning.  They 

can help communicate with IT/IS, and may also be able to help find more supportable 

technology solutions that still fulfill the intent of the grant. 

2. Consider what you intend to do with the equipment.   

a. If it is to be on the network, then either the equipment must be from the Pre-

Approved Technology List, or  

b. You must build in cost estimates to ensure that the Support Level Three criteria 

are also purchased (either from the vendor selling the technology or from another, 

third party vendor that supports the proposed technology) with the grant or 

received with the donation, or 

c. You must determine if you can fulfill the intent of the grant without access to the 

LAN/WAN/Internet.   

3. Apply for grants that are predominantly funding based as opposed to specific equipment-

based, so that the equipment obtained through the grant can be purchased from the pre-

approved list. 

 

Responsible IT/IS Group:  Planning/Budgeting Group 
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TAB M:  Instructional Technology and Information Service Data Center Procedures 

 

Background:  

 

The Stafford County Public Schools (SCPS) Office of Instructional Technology and Information 

Services (IT/IS) Data Center is the school division's 'one-stop shopping center' for data and data 

products.   

 

The IT Data Center:  

 

 Provides the SCPS Enterprise (schools and departments) with information processing, 

application development, training, and support services to facilitate the use of data in 

improving instruction and business processes.   

 Ensures the quality, accessibility, and usability of data for the SCPS business and 

instructional units. 

 Develops and issues a wide variety of reports on student and school performance as 

required by local, state and federal government. 

 

The purpose of this Standard Operating Procedure is to explain: 

 

 The scope and type of data services provided to SCPS clients by the Data Center. 

 The tools (hardware and software) that are used by the Data Center. 

 In general terms, the information the Data Center collects and makes available to 

clients. 

 The support structure in place to assist SCPS clients in using the volume of information 

the Data Center provides effectively. 

 

Contents of this Operating Procedure: 

 

24. Key Data Center Services 

25. Data Center Schedules (Including regular outages) 

26. Client Support 

27. Records, Records Retention and Records Disposal 

28. Standard Reporting and Schedules 

 

Key Data Center Services 

 

The bulk of Data Center Services reside on the IBM 820 iSeries Mainframe computer 

(commonly referred to as the 'AS/400'), located at the Alvin York Bandy School Administration 

Complex. Clients at the schools, departments and other sites interact with the mainframe through 

the SCPS Wide Area Network (WAN). At present time, there is no provision for access to the 

Data Center systems from locations outside the WAN (e.g., from home or when on travel).  

Among the key data services resident on the iSeries Mainframe are: 

 

 'Schools' System.  Access to this system allows clients to operate:  
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 The SCPS Consolidated Information Management System (CIMS) Student 

Management System.  CIMS provides the following services: 

 

o Student Enrollment/Registration 

o Student (Master) Scheduling 

o Student Attendance Recording 

o  Student Grading, Reporting and Transcripts 

o Student Discipline Tracking and Reporting 

 

 Employee Payroll System.   

 

 Additionally, access to special applications and programs developed by the Data 

Center for specific user needs can be accessed through Schools.  These include: 

 

o Teacher Licensure Tracking System 

o Employee Contract Management System   

o Home Schooled Student Tracking System 

o Intra-division Student Transfer Tracking System 

o Student Information Data Feed to School Nutrition System  

o Student Information Data Feed to Pupil Transportation System 

o Free/Reduce Lunch Data Certification and Reporting  

o Attendance Zone Demographic Analysis and Reporting System 

o Student Assessment Tracking and Analysis (SAT, SOL, SELP scores) 

o Special Programs 

 Limited English Proficient Student Data Tracking 

 Gifted Student Data Tracking 

 Title One Schools/Students Data Tracking  

 Special Education State Report Data Collection 

 Headstart Test Assessment 

 

In addition to the data systems provided by the SCPS mainframe, the Data Center also provides 

SCPS clients with access to other systems intended to support instruction and business functions.  

These include:' 

 NewSys' System.  The NewSys System allows selected SCPS clients to access to the 

various financial and business management programs that reside on the Stafford 

County Government's mainframe computer.  Although resident on the county's 

computer, the Data Center is the custodian of record for these data, and is responsible 

for ensuring the data are backed up, and for granting access to the data.  

 Educational Information Management System (EIMS).  EIMS is an automated system 

intended to allow the Virginia Department of Education (VDOE) to assemble, analyze, 

and report student data (primarily basic demographic, achievement and SOL Test 

information) for use by local, division, and state leaders involved in decision making 

and policy definition.  Selected SCPS clients are given access to the EIMS system by 

the Data Center.  
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 VDOE Web Applications Single Sign-On For Web Systems (SSWS).  Over time, the 

VDOE has launched a number of web-based data collection systems.  SSWS is an 

effort to simplify access to these systems by providing clients with a single login id and 

password to cover all of these systems. The SCPS Data Center administers this process 

for SCPS employees who require access, providing both login ids and passwords as 

necessary. 

 

Data Center Schedules 

 

The large volume of information stored and maintained on the Data Center systems requires 

regular service to ensure quality data is available when needed.  As a result, a variety of 

processes are run regularly to back up the data, to audit and verify new data, to rebuild data 

upload files to client programs (e.g., pupil transportation, food services, etc.,) and conduct other 

system maintenance.  No access is permitted to the data during these processes in order to 

prevent inadvertent corruption of the data.  Therefore, the Data Center systems are routinely off 

line and unavailable on the following schedule: 

 

   Monday – Friday (10PM – 6AM) 

 Sunday (12AM – 9:00AM) 

 

When required, with at least two working days of advanced notice, exceptions may be made to 

this schedule to facilitate some vital and time sensitive process requiring Data Center system 

access (e.g., finalization and transmission of monthly payroll records to the applicable financial 

institutions). 

 

Client Support 

 

The Data Center provides two mechanisms by which SCPS clients can obtain help or other 

support. 

 

 Work Request (1st level).  The “Work Request” is used by SCPS clients to request for 

special reports/queries that are not a part of the base system.  Such work might include: 

 

o Special mailing labels, 

o Grant new users application access rights, or upgrade existing users 

application rights,  

o Remove users rights,  

o Install the Iseries Client Access, 

o Install Scantron Attendance Scanner for reading daily attendance scan 

sheets,  

o Schedule Data Center systems/applications training sessions,   

o The Work Request form is available from the Data Center.  Filled out 

forms should be faxed to the Data Center at 540-658-6417. 
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 Phone Support (2nd level) Data Center phone support is used to assist users with issues 

of an immediate nature relating to getting data into or out of the systems.  These might 

include: 

o "How to" questions on certain applications or data entry forms.  

o Troubleshooting data, point of contacts, tracking reports/queries, and 

printing problems. 

o Phone support is available by calling the Data Center. 

 

Records, Records Retention and Records Disposal 

 

With the increasing emphasis on Freedom of Information, and under the regulations developed 

for the Virginia Public Records Retention Act (PRRA), increasing attention on how we manage 

and store records is required. The Data Center provides guidance for staff on the life cycle 

management of the SCPS public records processes, from record creation to final disposition 

(destruction or preservation). 

 

No school/department shall destroy or discard public records without a retention and disposition 

schedule approved by the Librarian of Virginia nor shall sell or give away public records.  

Section 42.1-86.1.  

 

A copy of the retention and disposition schedule may be obtained from the “Record Coordinator” 

or “Record Designee” at your school or site.  For more details on these processes and 

requirements, contact the Data Center. 

 

Standard Reports and Schedules 

 

One of the most critical areas of the Data Center's responsibilities lies in the preparation and 

submission of periodic, state-mandated reports.  These reports have direct bearing on the 

division's finances, accreditation and Annual Yearly Progress (AYP) status as well as a variety of 

other evaluations of the school division's performance.  As a result, a great deal of the Data 

Center's effort and oversight focuses on these reports to ensure completeness and accuracy. 

 

End of School Year – The End of Year Student Record Collection is used by VDOE in the 

creation of the School Report Card and Superintendent’s Annual Report.  The data collected for 

this report is as of June 30th of each calendar year, and includes: 

 

 End-of-Year Average Daily Attendance (ADA) and Average Daily Membership 

(ADM) for Students in Grades K-12; 

 Tuition Adjustments;  

 Enrollment of All Original Entry Pupils by Age and Grade;  

 Promotions/Retentions;  

 Truancy Counts;  

 Number of Students with Whom a Conference was Held;  

 Number of Students experiencing Homelessness at any time during the school year, 

 summer dropouts;  

 Voluntary withdraws on or before the last day of school;  
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 Involuntary withdraws on or before the last day of school;  

 Summary of ninth grade students to be used for calculating the on time graduation rates 

 Postgraduate (PG) students;  

 Demographics of Public School Choice ;  

 Early College Scholar Program Counts; and  

 Students taking a distance learning course.   

 

Spring – The Spring Student Record Collection is used in state and federal reports including the 

Annual Gifted and Talented Report, Attendance for AYP other academic indicator report, School 

Report Card and Superintendent’s Annual Report.  The March 31st ADM plus any additional 

ADM representing students for whom SCPS pays tuition to another school division and who are 

reported by the service division, will be used to calculate the final state entitlements for the 

current fiscal year. Data collected as of March 31st. 

 

Fall – The Fall Student Record Collection is a collection of student demographic information for 

those students who are in full time enrollment status as of September 30th.  This data is collected 

as of October 1st  and is used in developing the School Report Card and Superintendent’s Annual 

Report. The fall report includes: 

 

 LEP Status;  

 Individual Education Plan (IEP) Status;  

 Students Identified as Immigrant;  

 Students Identified as Homeless;  

 Students Identified as Neglected/Delinquent;  

 Students Taking a Distance Learning Course;  

 Students Identified as Title I;  

 General Equivalency Diploma (GED) Program Participants;  

 School Choice Program Participants;  

 Supplemental Education Services Status;  

 Home Instruction/religious Exemptions;  

 English Enrollment Grades 6-12; and 

 Head Start Enrollment.  

   

 

Summer – The Summer data report presents information about the SCPS summer school 

program. This data is reported as of the end of the summer term and reported to the state by 

August 31st. Information presented includes: 

 

 Summer school average daily class attendance; 

 Summer School Average Daily Class Attendance including Aggregate days attendance 

(day Present) for summer term; and 

 Average daily attendance (ADA) for summer term;  

 Average days in session.   

 

Responsible IT/IS Group: Data Center Group 


